BI k d 3 o) Managed Firewall, Security
OC G e and Threat Detection

Blockade® is designed with industry leading technology and
services to help businesses protect themselves against security
threats. Blockade includes monitoring, gateway security, forensic

analysis, reporting, support services and day-to-day firewall FULL SERVICE CO-LOCATION
management and much more. Includes hardware, software, Point-to-point VPN for branch
licensing, full reporting, monitoring, locations. Most services handled
and remediation services. through primary site device.
HARDWARE
Unified threat management device v v
Annual FortiGuard™ Subscription v v
Setup and configuration v v
FSSO setup and configuration Optional Optional
Third-party vendor integration 4 v
Annual vulnerability assessment v
Firmware updates 4 v
Wireless controller Optional Optional
REPORTS
Monthly security report v
Limited customer forensics v
MONITORING
Real time uptime 4 v
Configuration changes v v
VPN tunnels v v
IPS anomalies v v
Device hardware monitoring v v
DosS attacks v v
Automated end-user alerting v v
TECHNOLOLGY SERVICES
Security profile configuration/modification 4 v
Dynamic routing set-up/maintenance 4
Firewall policy/access control lists maintenance v v
IPS anomalies/signatures management v
Anti-virus/anti-spyware/malware v
Locknet threat feed IP risk assessment and blocking v v
Website filtering v
Local firewall account creation/maintenance 4
Third-party vendor integration v
Layer 7 application control v
LDAP/radius firewall integration v
Compliance package creation/maintenance v
DoS policy configuration 4
IPSec/SSL VPN configuration 4
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BIOCk(]de® Reporting at a glance

TOP 20 MOST VISITED CATEGORIES

# Category Requests
1 [ Information Technology 446,870
2 [ Advertising 234,328
3 [ Search Engines and Portals 167,910
4 [E Business 132,221
5 [ News and Media 80,247
6 [ Content Servers 72,917 °
7 [E) Web Hosting 61,040 .
8 [ Shopping and Auction 48,990 Th? T(?p 20 most visited
S T 29,465 categorles. |llustrates.the top
10 [ Streaming Media and Download 26,775 20 web site categorles your
1 et Radia ard TV 20,080 users access on the internet.
12 [ Finance and Banking 10,523
13 [ Health and Wellness 10,518
14 [ Information and Computer Security 10,076
15 [ Sports 9,694
16 [ Reference 9,371
17 [ Web-based Email 7,560
18 [ Entertainment 6,637
19 [ Travel 5,202
20 [§ Real Estate 5,063
THREATS
Malware Detected
# Malware Name Malware Type Counts
1 JS/Badarc.QVClitr Virus 2
[ ]
Malware Victims Threats report shows the
# Victim Name (or IP) Counts - th.reats detec.ted and Fhe.ir
criticality on the firewall within
Tiey e the reporting timeframe. Each

threat is listed with an
Malware Source HTML link to allow further
research on the threat.

# Malware Source Hostname (or IP) Counts
1 IPva-51724 23.229.134.99 1
2 IPv4-51724 205.251.129.211 1
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