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Whether you use Microsoft Exchange, 
Office 365 or Microsoft 365 to host your 
email, each solution provides several layers 
of protection and comes standard with 
Security, Advanced Threat Protection, 
Quarantine Message Web Interface 
and Sandboxing technology. 
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Comprehensive security and data protection for email 
The threat landscape is rapidly evolving, but one thing hasn’t changed: email continues to be
the single most common vector for attackers to use to get into your network. That’s why you 
need a layered security product to detect and block the latest and most sophisticated threats.  
Locknet’s Email Security Featuring Advanced Threat Detection provides complete, cloud-based 
protection against advanced targeted attacks, helps ensure email continuity, scans outgoing 
email to prevent data loss, and creates unalterable email archives—all without the need to 
install any additional hardware or software.  

Locknet® offers three affordable, simple yet comprehensive cloud-based solutions:  

Security, Compliance, and Complete. Standard key features included with each solution: 

Security
Cloud-based protection against:

•	 Spam	 •	 Link protection	 •	 Email encryption

•	 Email-borne viruses	 •	 Centralized policy management	 	 	 	Sender or recipient

•	 Email-based malware	 •	 Email continuity	 	 	 	Cloud-based (TLS)

•	 Phishing emails	 •	 Integrated end user training	

•	 Outbound filtering	 •	 Data leak prevention	 	

Advanced threat protection
•	 Zero-hour targeted attacks	 •	 Sandboxing of attachments

•	 Ransomware variants protection	 •	 Real-time attachment scans

Quarantine message web interface
•	 End users can manage their own quarantined messages

locknetmanagedit.com   »   844-365-4968



EMAIL SECURITY
Industry leading spam filtering	 	 	 	

Virus Protection (3 layers of scanning & filtering)	 	 	

Email-borne malware protection	 	 	 

Outbound filtering to prevent spread of malware & viruses	 	 	 

Data leak prevention to protect unauthorized disclosure of sensitive data	 	 	 

Automatically encrypts emails based on their content, sender or recipient	 	 	 	

Cloud-based email encryption using Transport Layer Security (TLS)	 	 	 

Centralized management of granular security policies	 	 	 

Ensure email continuity with a 96-hour spool for undelivered emails	 	 	 		

Anti-phishing protection	 	 	 	 		

Integrated End-user Security Training	 	 	 			 

Link protection (Sandboxing suspicious and typosquated URL’s)	 	 	 

ADVANCED THREAT PROTECTION (ATD)
Protect against zero-hour, targeted attacks	 	 	 

Protection against ransomware variants including Locky and CryptoLocker	 	 	 

Real-time attachments scans	 	 	 			 

Sandboxing of attachments	 	 	 

CLOUD ARCHIVING SERVICE
Archiving messages, calendars, tasks, contacts and public folders	 	 	 

Archive Skype for Business conversations		  	 

Mobile Apps for end user access	 	 	 

Archive directly from Office 365 to cloud-based archive	 	 	 

No hardware, software or agents required		  	 

Automatic archiving of emails with granular retention policies	 	 	 

Preserves emails in a secure cloud	 	 	 

Apply legal holds to emails	 	 	 			 

Roles-based searching to simplify eDiscovery	 	 	 			 

Outlook plug-ins	 	 	 			 

No cost for data import or export		  	 

CLOUD-TO-CLOUD BACKUP
Back up your Exchange Online email, SharePoint, OneDrive for Business, Teams, and Groups data	 	 

Unlimited storage and retention for Exchange Online, SharePoint, OneDrive for Business, Teams, and Groups data	 	 

Find and recover files, folders, and mailboxes and restore to the same account/location or to a different account/location		 

Granular restore for Email, SharePoint, and OneDrive	 	 	 

Protects against accidental data deletion or overwrite	 	 	 

Ability to restore after corruption, malware, or ransomware	 	 	 

ANTIPHISHING AND ACCOUNT TAKEOVER PROTECTION (Optional)
Stop targeted attacks—spear phishing, BEC and CEO fraud, employee impersonation, zero-day phishing, detect web impersonation, stop inbound spoofing

Stop account takeover—alerting for account takeover, prevent account takeover infiltration, detect compromised emails

Domain fraud prevention—prevent third-party domain spoofing, detect misconfigured legitimate senders, reporting

Email security with advanced
threat detection

SECURITY
Email Security

+ ATD

Exchange, Office 365 
Microsoft 365

COMPLIANCE
Email Security + ATD

+ Archiving

Exchange, Office 365 
Microsoft 365

COMPLETE
Email Security + ATD
+ Archiving + Backup

Office 365 
Microsoft 365

Solutions and features


